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Aim
To inform users on the threats to the University of Cambridge, to introduce users on 

Information Security, and to the threat of Social Engineering
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Objectives
S t o p .  T h i n k .  C l i c k .

Introduction

Threats to Cambridge IT
A brief summary of IT threats to the University of Cambridge

Social Engineering & Case Studies
An example into how Social Engineering is conducted, & University of 
Cambridge case studies

What can you do to help
…& how we can help you
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Kieren Niĉolas Lovell
S t o p .  T h i n k .  C l i c k .

 

Joined 
MARBATSTAFF on 
HMS INVINCIBLE 

as a 
Communications 

Security 
Specialist.

Headhunted to 
Norway as the 

SME

Joined Royal Navy 
in 2002

Joined Nuclear 
Weapon, HMS 
Vengeance in 

2003

Communications 
Specialist in Mine 
Warfare Warships

Civilian Instructor for 
the Royal Norwegian 

Navy in Warfare, 
Communications & IM

Awarded Herbert 
Lott Award for 

Services to 
Information 

Security
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Commissioned in the Royal Norwegian Navy, as a LT CDR, providing Shipping Protection against 
the Pirate Threat in Somalia, working with over 50 Nations, and responsible for five warships.
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Aim: Metrics Snapshot: 2020
S t o p .  T h i n k .  C l i c k .

……& 58 Zettabytes
100 Billion Devices

1 Billion Facebook 
Posts

Mobile Market 
is 10x the 
desktop 
market

200 Million 
Tweets

Thync



Information Management www.informationmanagement.uis.cam.ac.ukInformation Management

Aim: Metrics Snapshot
S t o p .  T h i n k .  C l i c k .
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Threats to Cambridge
S t o p .  T h i n k .  C l i c k .

Denial of Service

Corruption of 
Information

Spoofing

Accident Leakage

Deliberate 
Leakage

Simulate 
Leakage
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The easiest, and most successful way, to gaining 
access to information, money, or reputational 
damage

Social Engineering

One of the first recorded scams was in the 15th 

Century, all that has changed is that we now have 

computers.

Not New

Low cost of resources, time and effort are 

all that is required.

Easy & Effective

Can sometimes be months, even years, 

when spotted

Hard to spot
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Attack Vectors
S t o p .  T h i n k .  C l i c k .

PR/Communications 
Departments

Offline Communications

Professional Social Media 
Profiles

Personal Social Media 
Profiles

Multi- Source Verification 
& Contacts

Intelligence 
Profile
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Somalia Refugee Crisis
S t o p .  T h i n k .  C l i c k .

This email was sent to 12,000 people 
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Somalia Refugee Crisis
S t o p .  T h i n k .  C l i c k .
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Somalia Refugee Crisis
S t o p .  T h i n k .  C l i c k .
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Over £300 was reported…. Online, the crowdfunding was into the thousands
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Research Phishing Attempt
S t o p .  T h i n k .  C l i c k .
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Successful Campaigns
S t o p .  T h i n k .  C l i c k .

Emotional 
Response

Researche
d & 
Reinforced

Practice 
Runs

Open 
Source 
Informatio
n

• Academic Gratification / Praise

• Help / Charity

• Well researched using our own PR/Communications/University web sites

• Information found using Linkedin & Facebook (Charity Events)

• Practice makes perfect 

• Why hack, when you could walk?
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Targeted, well 
researched.

Phishing

Largely ineffective 
against a targeted 

account

Anti-Virus

The divide is no 
longer there

Personal/Private

Targeted campaigns 
use both worlds

Online/Offline

The most common 
vector successful 

attacks

Spoofing

It needs to 
change……….

Attitude

01 02 03 04 05 06
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Report it, & we don’t 
report you.

One step behind, is better 
than ten

Policies & Procedures that 
work in Real life
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S t o p .  T h i n k .  C l i c k .

Even the best get it wrong……..
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✉
informationmanagement@uis.cam.ac.uk (Advice)

cert@cam.ac.uk (Computer Security Emergency 
Response)

� 01223 764532

Roger Needham 
Building
7 JJ Thomson Ave
West Cambridge

mailto:informationmanagement@uis.cam.ac.uk
mailto:cert@cam.ac.uk

